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Introduction
Dispatcher Phoenix, Konica Minolta’s automated document workflow application, can scale easily in any environment – from
home office users and small businesses with a single server to large enterprise deployments with thousands of output devices.
Enterprises typically employ several mechanisms to optimize the performance of their systems in order to ensure high
availability. Clustering for failover (Active/Passive mode), load balancing (Active/Active mode), and offloading are commonly
adopted techniques that support redundancy and replication across the servers in the cluster. To ensure that enterprise-level
businesses have the maximum up-time and high availability they need to achieve continuous service, Dispatcher Phoenix now
provides automated enterprise features, including support for failover, load balancing, replication, and workflow offloading.
This white paper provides guidance and best practices for mission-critical large deployments that need high availability, optimal
performance, and scalability.
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Terminology
See the list below for key terms used when discussing Dispatcher Phoenix in the enterprise:
ACTING AS
For high availability systems, a server can be licensed to be a primary or failover and then “act as” another kind of server
license based on a sequence of events. For example, a licensed failover server will “act as” a primary once the primary goes
down.
CLUSTER
A group of two or more replicated servers that are joined together to increase the availability, reliability, and/or performance
of the system (in contrast to what can be provided by a single server). Once joined together in a cluster, the servers can
communicate with one another.
FAILOVER
A failover server provides high availability and continuous service in the event that a primary server goes down. Workflows are
automatically routed to the failover server once the primary server is no longer available, eliminating downtime.
HEARTBEAT
Servers in a cluster communicate with each other via a transmitted “heartbeat” signal to verify that they are alive and
functioning. A heartbeat is used to detect failures, synchronize files, etc. For example, when the failover server does not receive
a heartbeat from the primary server for a defined number of seconds, the failover server will take over.
LEADER
In a cluster environment, one server acts as a “leader” to decide which server runs what and when.
LOAD BALANCING
Distributes the workflow processing and traffic efficiently across all servers in a cluster. This capability is critical in large scale
deployments that need optimum performance.
OFFLOAD
For process and traffic-intensive operations, it may be necessary to perform the processing on a separate server(s) for high
throughput. Offloading distributes processing tasks to another server in the cluster to maximize the usage of available server
resources for other tasks.
PRIMARY
A member of the cluster that can add/delete servers and create/manage workflows. A primary server can be used for load
balancing, off loading, and failover.
REDUNDANCY
Workflows and system configuration files are duplicated on multiple servers automatically so that if one server fails, there will
be a backup.
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Planning & Considerations
To properly plan for an enterprise-wide deployment of Dispatcher Phoenix, you must first:
• Identify your customer goals.
How will they use Dispatcher Phoenix? What additional features will they use in the future? How many devices do
they use?
• Identify their high availability requirements.
Do they require failover capabilities? Do they need to eliminate a single point of failure? Are they looking for optimal
performance via offloading?
• Understand the proper architecture for the deployment.
Once you understand how your customer will be using Dispatcher Phoenix and what features they need to use,
then you can determine the proper architecture for the deployment.

INSTALLATION RECOMMENDATIONS
Recommended
Operating systems

Windows Server 2012 R2
Windows Server 2016
Windows Server 2019

Since Dispatcher Phoenix is a scalable application, system requirements for a specific installation depend on the scale of the
deployment. General recommendations are listed below:
Recommended
CPU
RAM
HDD C:
Network

XEON or Quad Core, 2GHz or higher processor with 512 MB of VRAM or higher
(Multiple CPU or Cores)
8 GB
50 GB
1 Gbit
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Video Card
(for Primary and
Failover)

Version 0.3

Recommended
DirectX 9-capable video card running at 1024 x 768 or higher display resolution
Video RAM - Must be greater than or equal to 512 MB
Pixel shader - Version level must greater than or equal to 2.0
Vertex shader - Version level must greater than or equal to 2.0
Multi-texture units - Number of units must greater than or equal to 4
Graphics Card should support: Rendering Tier 2
Common graphics cards that support Rendering Tier 2:
• ATI - Radeon models: 9550, 9600, 9800, and X-series
• Intel - Intel GMA900 models: 915G; Intel GMA950 models: 945G
• NVidia - Geforce FX-series, 6xxx-series, and 7xxx-series
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KEY CONSIDERATIONS
• CPU - Dispatcher Phoenix is a multi-threaded application, supporting multiple CPUs on one machine. By
working in parallel, multiple CPU cores can greatly accelerate multiple tasks. However, since Dispatcher
Phoenix is a processor-intensive application, with OCR processing (e.g., file conversion, forms processing, etc.),
image manipulation, large file routing, and more, using a fast processor is the best way to guarantee optimum
performance.
• Memory - Dispatcher Phoenix requires 8 or more GB of memory. Since Dispatcher Phoenix supports multiple
CPUs on one machine, increasing the memory on your system is the best way to guarantee optimum performance.
• Hard Disk - Most Dispatcher Phoenix nodes do not hold onto data for very long, with the exception of those few
nodes that allow for user-based temporary storage (e.g., Release2Me secure print release system, Batch Indexing,
etc.). When calculating storage requirements for your deployment, we recommend three times the amount of space
required to process your largest group of files. Please note that these requirements may change based on how the
workflow is designed.
Note: Adding a solid-state drive (SSD) to your server will dramatically improve Dispatcher Phoenix’s performance.
• Virtualization - Dispatcher Phoenix is supported in both virtual and physical environments. If available, you must
use all paravirtualized drives and ensure that they are kept up to date to optimize system performance.
• Network Requirements - To build a cluster, Active Directory or LDAP must be shared among the servers in
the cluster to ensure authentication and authorization. In addition, all members of the cluster must be able to
communicate with each other quickly to ensure optimum performance.
• Workflow Considerations - In clustered environments, files should be collected from and stored in UNC
network shares. Some processes also need to be connected to a network share (e.g., if using a custom image for
watermarking).
• Database Considerations - SQLite, the embedded database that is deployed with Dispatcher Phoenix, provides
local data storage and requires zero configuration and setup; however, when using Dispatcher Phoenix in the
enterprise, supporting multiple server installs, you must switch to a client-server database engine that supports
networks, such as SQL Server. This kind of database will provide the scalability, security, and high availability
features that are needed for large scale deployments. This is especially critical when using Dispatcher Phoenix’s
Release2Me, Batch Indexing and/or Analytics Dashboard features. Since enterprise use of these features require
that the same data is accessible from any server in the cluster, a SQL Server-type database is required.
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DEFAULT PORTS FOR INSTALLATION

Dispatcher Phoenix uses the following ports:
• bEST: 50808, 50809 (SSL)
• FTP: 21
• KMBS MFP: 59158, 59159 (SSL)
• Printer (LPR): 515
• Printer (RAW): 9100
• SMTP: 25, 465 (SSL)
• SEC Workflow Worker Process: Needs Outbound access based on configured workflow (e.g., 53, 80, 443, 25,
445, 465, 587)
• Add-In Manager: Outbound 80 (HTTP), 443 (HTTPS)
• High Availability Set Up:
• 4369 - Used by Heartbeat to define what each server’s port is
• 9000-9115 - Heartbeat negotiation range (range of servers’ configurable ports)

INSTALLED DEPENDENCIES

Dispatcher Phoenix installs the following dependencies:
• Microsoft Windows Imaging Component (WIC)
• Windows PowerShell 2.0
• Visual C++ 2010 Redistributable (32-bit)
• Visual C++ 2010 Redistributable (64-bit)
• Visual C++ 2015-2019 Redistributable (32-bit)
• Visual C++ 2015-2019 Redistributable (64-bit)
• .NET Framework 4.8 Full
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Security Features
IMPERSONATION

Applications are often configured to use accounts that are granted more privilege than is actually required. Running as an
administrator can be a risky practice, leaving your system vulnerable to security risks and exploits. When applications are
allowed to run with accounts that are deeply privileged, the system is exposed to compromise.
Following the Windows principle of least privilege, Dispatcher Phoenix addresses these concerns and ensures a more secure
environment by using Windows impersonation. This means that the Dispatcher Phoenix application takes on the user’s identity
after the user is authenticated, instead of running as an administrative service account with broad access to the entire system.
By default, impersonation, known as one of the most useful mechanisms in Windows security, allows Dispatcher Phoenix
to avoid granting one account unlimited access to folders, which can open up major security vulnerabilities throughout the
system. For example, in Dispatcher Phoenix, folders are accessed as the logged-in user, not as an administrative service
account that has read/write access to all network folders. By impersonating the Active Directory user, Dispatcher Phoenix
ensures that ONE user does not have access to ALL folders.

USER ACCOUNTS
When Dispatcher Phoenix is installed, only one user account (.\conopsd) is created to provide the bare minimum number of
privileges required to make workflows run and perform impersonation. In addition, a virtual user account (blox-log) is created
to capture/create the workflow logs when a workflow is running.
.\conopsd
This user account is responsible for making sure that the Workflow Services have the ability to start the workflow processes
necessary to process documents in a workflow. Although it provides the level of access necessary to run tasks, the ./conopsd
user account has actually less privileges than the System Account has. With this account, you can see exactly what the
Dispatcher Phoenix Workflow Services and Worker Services are doing and also adjust privileges as necessary so that conopsd
only has those privileges required to perform the required tasks. The conopsd account is not configured to be able to log into
the PC and cannot create other user accounts.
Virtual Service Accounts
Dispatcher Phoenix creates virtual accounts, like blox-log that only exists when the KMBS Logging Service is running. In line
with Microsoft’s Best Practices, these service accounts can be monitored independently of the other services that are running
under the System Account.
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Enterprise Features
To ensure maximum up-time for enterprise-level deployments, Dispatcher Phoenix offers important tools for the enterprise,
available via the Dispatcher Phoenix Web application. These features include:
• Failover - A failover server is used if the primary server goes down, ensuring maximum up-time. When a failure
occurs on one server in a cluster, resources are redirected and the workflow is redistributed to another server in the
cluster, which has been licensed as a failover system.
• Offloading - To speed processing time, intensive processing tasks can be offloaded to other servers. Dispatcher
Phoenix can be set up to offload:
–
–
–
–

MFP Connectivity
Mobile Connectivity
Web Connectivity
Workflow Processing

• Load balancing - For a large deployment of devices, load
balancing is optimal for distributing requests to servers. With
Dispatcher Phoenix, multiple redundant primaries/offloads can
be joined together for automatic load balancing, in which case
workflows/traffic moves from one primary or offload to another
based on back load.
• Web-Based Workflow Sharing - With this fine-grain sharing
control feature, specific users or groups of users in Active
Directory can be assigned “Edit Workflow” or “View Workflow”
permissions to control workflow access.
• Web-Based Workflow Control - Administrators can run, stop, and pause workflows without needing Dispatcher
Phoenix installed on your system.
• Online Dashboard - Graphical Dashboard provides quick snapshot on server/user activity.
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Cluster Overview
Within a cluster, multiple servers can be joined together for failover, redundancy, load balancing, and offloading.
Using the Dispatcher Phoenix Web application’s Manage Cluster feature, you can easily add servers together to form a
cluster. Communication within the cluster is continuous, with a “heartbeat” monitoring each server’s status and allowing for
communication with each other.

ADVANTAGES

Creating a cluster provides your business with the following advantages:
• High Availability – No single point of failure.
• Appears as Single System – The cluster will appear as a single system to end users.
• Scalable – More servers can be added to increase the power of your system.

ROLES

Servers in a cluster can have one of three roles:
• Primary - Servers acting as primaries can add/delete other servers to or from the cluster as well as create/manage
workflows.
• Workflow Offload - Servers acting as workflow offload servers can run workflows that have been started by a server
acting as primary.
• Failover - Servers acting as failover servers can act as a primary when a primary is offline.
When a workflow is started, Dispatcher Phoenix detects whether or not it has an interval timer (Input Folder, MFP User Box) or
if it is running on-demand (MFP bEST, LPR, SMTP, Google Cloud Print).
• If the workflow has an interval timer, a server is elected to take the role of the “Leader” in which state it can control
the timer and decide which server runs what and when. The Leader server acts upon the timer and finds the next
available server (which is acting as a primary or offload) to run based on server availability in a round-robin fashion.

• If the workflow is running on-demand, the server that receives the command to run a file through a workflow will ask the
Leader server which server is next (round-robin fashion) and have that server run the workflow.
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Deployment Topologies
FAILOVER
Dispatcher Phoenix failover systems operate in an Active/Passive configuration where the Failover server remains in standby
mode until the active server fails. If the active server becomes unavailable due to failure or maintenance, the passive server
immediately takes control of the cluster resources and services. This automated failover scenario is seamless and automatic
so that end-users are not aware of any interruptions or changes in set up. Heartbeat monitoring between Dispatcher Phoenix
servers ensures continuous operation. See the following illustrations for an example:

A Primary server is joined to and
communicating with a Failover server

The Primary server goes down
unexpectedly and the Failover server
automatically takes over all workflows and
jobs

Key Considerations:
• When setting up a cluster for failover, all workflows on the primary should be running as a service.
• When a failover server is acting as the primary, running workflows can only be stopped or modified by any users
who have edit rights to that workflow by either logging into the failover server with the same credentials as the
primary server, or logging into any Dispatcher Phoenix Web-accessible server.
• Please note that files should be collected from and stored in UNC network shares.
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MFP Failover:
Dispatcher Phoenix uses IP addresses/host names to register and keep track of MFPs. For example, in the following
illustration, the MFP communicates directly with a single Dispatcher Phoenix server:

However, when more than one server is used for automated failover, you need to register your MFP with a host name that is
either:
• Controlled by a proxy with failover (e.g., HAProxy, etc.) or an IP Load Balancer, OR
• Governed by a DNS server with failover policies.
Proxy / IP Load Balancer:
The Proxy or Load Balancer sits between the MFP and two (or more) servers and continually checks the health of the servers.
If one server goes down, all MFP traffic will be redirected to another available server automatically, without users noticing any
disruption of service. See the following illustration:
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DNS Server:
You can create DNS policies to control how a DNS Server handles queries based on different parameters. With a failover
policy, the DNS Server can send all MFP traffic to an MFP Offload server as long as that server is online. If it determines
that the server has gone down, traffic will be diverted to a designated backup resource (as defined by the DNS policy).

MFP traffic is sent to a DNS server,
which tells the MFP to send it to an
MFP Offload Server. If the offload server
becomes unavailable, the DNS Server
will change the DNS entries to point to
another MFP Offload server.
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LOAD BALANCING

You can create a cluster designed to distribute the workload to several servers that form the cluster. All jobs are distributed
based on a round robin leadership technique where the server that is acting as “leader” distributes jobs/workflows to other
servers based on server availability (which server is processing what/when) and licensing. Jobs will move from one primary
server to another primary or offload server once a certain threshold has been met. The performance threshold is calculated
through a combination of work queue back load, hard drive space, memory, and/or system resources. Typically, all CPU cores
must be busy with a backlog and overall processing has to be higher than 75% utilization. See the following illustration:

Jobs/workflows are distributed based on server
availability (using Round Robin technique)

Similarly, you can set up your cluster with multiple primaries to distribute the workload. See the following illustration:

Multiple primaries are joined together in a cluster for
automated load balancing, offloading, and failover.
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OFFLOADING
To increase the efficiency of servers and improve application performance, you can set up a cluster for offloading in which
workflows, processes, and other jobs are run on other servers. Dispatcher Phoenix offers the following types of offload
connectivity:
•
•
•
•
–

MFP: Traffic from the MFP is sent to a different server.
Mobile: Traffic from the Dispatcher Phoenix Mobile app is sent to a different server.
Web: Traffic from the Dispatcher Phoenix Web application is sent to a different server.
Workflow Processing: Workflow processing is sent to a different server. There are two different options:
Advanced. This server is used to offload all workflow processing, including Convert to PDF, Convert to Office,
Advanced OCR, Redaction/Highlight/Strikeout, Barcodes (Standard and 2D), Asian Fonts, etc.
– Basic. This server can be set up to run all other workflows/processes, including output connectors, non-OCR related
processing nodes, Release2Me, Batch Indexing, etc.

Note: An Offload server requires at least one primary in the cluster to be running. Offload servers can never
run as the primary server.
Please see the following illustration for an example:

MFP traffic is being sent directly to an
MFP Offload server which, in turn, sends
jobs to other servers in the cluster,
either the primary or other Workflow
Processing Offload servers.
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ARCHITECTURAL DIAGRAM
The following illustration displays a complete high availability system that provides failover, load balancing, and offloading:
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Licensing
LICENSING FOR FAILOVER
The primary server must be licensed for all Dispatcher Phoenix base licenses and add-in modules. To enable
failover, a Dispatcher Phoenix Enterprise License must be purchased. For example:

Primary Server
•
•
•
•

Primary

10 Active Inputs for Dispatcher Phoenix
3 Year Maintenance for 10 Active Inputs
DP OmniPage License for Convert to PDF
3 Year Maintenance for DP OmniPage License for Convert
to PDF

Failover Server
•
•

Failover

Dispatcher Phoenix Enterprise License
3 Year Maintenance for Dispatcher Phoenix Enterprise
License

LICENSING FOR LOAD BALANCING
All primaries in a cluster must have the same exact licenses. For example, the main license, options, active
inputs, and maintenance of one primary must match the other primary servers in the cluster.
For example:

Primary A
Primary A

•
•

100 Active Inputs for Dispatcher Phoenix
1 Year Maintenance for 100 Active Inputs

Primary B
•
•

Primary B

Version 0.3
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Licensing
LICENSING FOR OFFLOADING
Separate licenses are available for offloading servers.

Primary A
•
•

100 Active Inputs for Dispatcher Phoenix
1 Year Maintenance for 100 Active Inputs

•
•

Offload MFP Connectivity license
1 Year Maintenance for Offload MFP Connectivity

•
•

Offload Workflow Processing (Advanced) License
1 Year Maintenance for Offload MFP Connectivity

OFFLOAD B

OFFLOAD C
MFP
Offload

Advanced
Workflow

19

Version 0.3

Dispatcher Phoenix Enterprise

White Paper

Frequently Asked Questions
Q. How Many MFPs Are Supported by One Server?
A. There is no fixed limit since it depends on the type of workflow, the type of documents being processed (page count and
complexity), the number of documents being processed, hardware, and network environment. However, we recommend
50-100 devices for one server for workflows with processing (e.g., OCR, etc.), and 100-150 devices for one server with
workflows that do not require OCR.
Q. When setting up the Cluster, will my Add-in Module License (i.e., OnBase Connector) be Shared Across all of
the Dispatcher Phoenix Installs or will each Server need a License for that Add-In Module?
A. An add-in module license is required for each primary server. Add-in modules are included in Workflow Offload Servers
and with the Enterprise License.
Q. Why Can’t I Join My Server to the Cluster?
A. All members of the cluster must be able to communicate with one another. By default, Dispatcher Phoenix servers are
set up as “private.” Make sure you use the Workflow Services Manager to enable your servers to be public so that they are
accessible for cluster set up. This procedure is described in the Dispatcher Phoenix Web online help.
Q. How Long will my Failover Server Function once the Primary Fails?
A. A failover system will run as the primary server for 30 days, at which time the failover which is acting as a primary server
will stop functioning (if a licensed primary system is still unavailable). If a failover server needs to become a permanent primary
server, the user will need to manually transfer the license.
Q. If the Primary Server goes off-line and the Failover Server starts “acting as” Primary, what happens when the
original Primary Server is turned back on?
A. To ensure the least amount of interruption for our customers, the original Failover Server will continue to “act as” primary.
Q. If the Failover Server starts first, will it act as the Primary Server?
A. Yes,. Whichever Server starts first (Primary or Failover) will be considered the Primary Server.
Q. How can I tell if the Server is acting as a Primary or Failover?
A. If you launch the application on the Failover server, a message will appear, reminding you of the server’s Failover role.
Q. Where can I find the Dispatcher Phoenix Client application on an Offload Server?
A. An Offload Server will not have the client application installed on it. Workflow configuration can only be done on servers that
are acting as Primaries.
Q. Why can’t I use a SQLite Database in the Cluster?
A. SQLite is intended for local data storage for individual applications. To support multiple server installs, you must switch to a
client-server database engine, such as SQL Server.
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